Recording Traffic on the Fly

If you do not want to deploy message proxies (the recommended approach; discussed in Recording Traffic from Message Proxies), you can record HTTP,
JMS, and MQ traffic "on the fly" with the recording proxy. Like message proxies, these proxies can concurrently capture live HTTP, JMS, and MQ traffic
that passes through multiple endpoints.

The recording proxy can monitor traffic over the specified transport(s) as an application is exercised. Virtualize "listens" to traffic requests and responses,
then builds a traffic file of legitimate request/response pairs. This traffic is then used to generate and deploy a virtual asset that virtualizes the captured
behavior (returning virtualized responses that correlate to the incoming request messages based on the traffic captured).
JMS, MQ, HTTP, HTTPS (SSL), Basic, Digest, and Kerberos authentication are supported; NTLM is not.
HTTP chunking and continue headers are not supported.
There are three main steps involved in virtualizing this application behavior:

1. Capturing traffic in a file. You tell Virtualize how to connect and what you want it to monitor. With monitoring enabled, Virtualize builds a traffic file

from the captured requests and responses.

2. Creating Message Responders from that traffic file.
3. Verifying that those Message Responders were automatically deployed as a virtual asset.

Recording Traffic

To simultaneously capture live traffic across one or more endpoints:

1. Open the Record Traffic wizard (you can access this in a number of ways: from File> New Record Traffic, from the New> Other> Virtualize>
Traffic> Record Traffic, or from the New button’s drop-down menu).
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2. For each endpoint where you want to record traffic, do the following:
a. In the Configure Proxies for Recording Traffic dialog, click Add. The wizard that opens will be pre-populated with any connections you
have already configured.
b. Under Proxy Type, select the desired transport (HTTP, JMS, MQ).
c. Complete the proxy settings for the selected transport.
* JMS and MQ settings are the same as those used in message proxies; for details, see JMS Configuration and MQ Configuration
® HTTP settings are different than those used in message proxies; for details, see Configuring Recording Proxies for HTTP.
d. Inthe Traffic file field, specify where you want to save the traffic file that will be created to capture this traffic. You can later use this
traffic file to generate virtual assets that represent the live traffic captured. When specifying the file name, you can use variables such as
%d (for current date) and %t (for the current time).
e. Specify how you want traffic data recorded in traffic files:
®* Append new session data adds new traffic data to an existing traffic file (the one specified in the Traffic file field). If the
specified file does not already exist, a new file will be created.
® Overwrite session data overwrites the traffic data in an existing traffic file (the one specified in the Traffic file field). If the
specified file does not already exist, a new file will be created.
f. Click OK.
3. From the application under test, generate the traffic that you want to record.
4. Click Finish.

When live traffic is being captured, you can switch between the available tabs to view the requests and responses at each endpoint. The following
screenshots show traffic being concurrently captured at 3 different endpoints.

T —————— T ———
HTTP hitp [ s ], parasoft,com: B0 witp: | [ fox parasoft, com; S0

M boaparasoltoom 14 14 - RESPONSE_QUEVE, REQUEST CUEUE boa.parasoft.oom: 1414 - PROXY_RESPOMSE_CQUEUE. PROXY_RECUEST CMIEUE
PME  bizon - REQUEST QUEUE, PROXY _RESPOMSE QUELE blson - PROXY _REQUEST QUEUE, PRONY_RESPOMSE OQUELE


https://docs.parasoft.com/display/SOAVIRT9106/Recording+Traffic+from+Message+Proxies
https://docs.parasoft.com/display/SOAVIRT9106/JMS+Configuration
https://docs.parasoft.com/display/SOAVIRT9106/MQ+Configuration

Configure Proxkes for Recording Traffic ]
Manitaring raffic .., ﬂ

—w boaparasodt.com: 14 14 - RESPONSE QUEUE, REQGUEST_CANUE  bison - RECUEST CRUEUE PROXY _RESPONSE QUEUE !—-

St the Bl and ot of the applcation under Test [0 hixpcf fox. parasof.com B090 (URL path, URL paremeters and HTTF headers will be farwarded)
Im.“..m
Mgiiages regehad 9
+44+5+4 glais webiool proxy HTTPRequestMesiage | + 45 +44 9 '
re

- POST fglue/store-01 HTTR/L.0

| Host: wi L. parasal.com

| Comtent-Type: text/xml; chariel=UTF-&
| Comtent-Lergth: 305

L EMARA e TaatinamBuaTiela”

Pl Ly -
Messages WI
o Dhaplay Matiige LEAREALL Buistd MEALEAR]

# ke o+ Class webtool proxy. HTTPRes ponseblessage: 1 wdd s s
| MTTR{ 1.1 200 0K
- Set-Cookie: TME-CLUE-Sexsion=51295340069054 77061 paths (glue

Date: Tue, 08 Nov 2011 02:37-19 CMT

- Content-Type: text/xml, chartet=UTF-&

T

Configere Proakes for Recording Traffc R
Manitaring trafie .., @

! http:{ fws1.parasoftcom &0 bison - REQUEST_QUELE. PROXY RESPONSE CUEUE

- St the application under Lest 1o send mesiages 10 bodparasoft.com: [414 - PROXY_RESPONSE QUEUE, PROXY_REQUEST_OQUEUE

Mague Lag
Mt e e T
- wtuml version="1.0" encoding="UTF =8> ’
< SOMP-ENV-Envelope xmins SOAP-ENY="hittp! [ [schemas_ smiltoap.orgftoap fenvelope [ smint xsd="hitp: | faswscw 3oorg /2 000 FXMLSchema® xmi
<SOMP-ENY Bodys L
wgetitemByTitle wmins ="hitp: / feww. parasofcomvedl fstore-01 %> F

shtitleKeyword>va < titleKeyword > .
T Jare

S aapocs Log
Meviages recehed 7 )
Cmeisageld Ded 14051205 T4DSFATAFE 1203 02020702005 CERCAEID0AEI02
carrelacionid; 000000000000 E000000 00 0000000 MO GO0 O00000 000

groupld: OxO00000000000 00000 0-00000000I000 LO000BIO0NCI0000
accountingToken. 0x 1601051 50000007 3CEZ 204 D83 390DECEDEOFAC 50404 000000000000 0000000008

ukerid; MILISR_ MOADMIN

I -]




Configure Proxies for Recording Trafhic
Miandtering eraffic

REC

_Hitp /s parasal com 80 boa. parasoft com 1414 - RESPONSE_QUEUE, REQUEST_QUEUE | bivon ~ REQUEST. QUEUE: PROXY_RESPONSE.QUEUE |

S0 TR Appdacanion pnder TED 10 SENd MELEAgEs 00 blian - PROXY _REQUEST CQUELE, FROXY RESPONSE QUEUE
Requeid Log

Mestages recened 7
[ isplay mesrage contents duting manaoring

#4440 ++ Clags Com, tiboo.abjms, TibgmiTextMetiage. | s+ s3 04 m
IMEMEsEageClasE fom, nbgo rEhjms, Tibgma TextMesiuge
IMSReplyTo: Ouiewe|PROXY_RESPONSE CUIELE]
IMSDestination; Quaue[PROXY_REQUEST _QUELE)
JMSRE s ageiD; 1D EMS-SERVER 45 AJLEBRRERSGT 247 -
Itliﬁi'nrl melaten D riall

Riipenii L
bhgitages recened. T
[ Display mestage contems duting manaoring

#4444+ cliss com tibdo ibjms TibjmaTextMesiage. 1| + &+ + 45+ ml
INSMesiagellass. om, libdo Ehjms TibjmiTextMed iuge
IMSRepyTo: null
IMSDesnination: OudueRESPOMNSE_CIUEUE]
IMSMesiageil ID:EMS-SERVER. 45A44ERRAERE33 .28 -
| .

,.._:n N FAEE_SFEVER A5ALICRERFARCO T b
e

Virtualizing the Recorded Traffic

Once you have recorded traffic, you can create and deploy virtual assets as follows:

1. Create Message Responders from the traffic files created—see Creating Message Responders from Traffic Files - Overview.
2. Verifying that those Message Responders were automatically deployed as virtual assets—see Deploying Virtual Assets.

Configuring Recording Proxies for HTTP

This section explains how to configure recording proxies for HTTP. This is different than the HTTP con-figuration for deployable message proxies (which is
discussed in HTTP Configuration). It covers:

® Specifying HTTP Settings for the Recording Proxy
® Configuring the AUT

Note that HTTP, HTTPS (SSL), Basic, Digest, and Kerberos authentication are supported; NTLM is not.

Specifying HTTP Settings for the Recording Proxy

In the recording proxy wizard (as opposed to deployed message proxies), you specify your HTTP settings as follows:

1. In the Proxy Connection Settings dialog, choose HTTP for ProxyType.

Proxy Settir HTTP

Type: M3

2. Complete the appropriate HTTP settings.
® For server-side SSL, be sure to check Enable server side SSL.

® For two-way SSL, be sure to check Enable client side SSL and complete the Certificate and Private Key settings. Enabling client-side
SSL will enable server-side SSL by default.

Server-Side SSL Setup

Due to the nature of SSL, Virtualize's proxy for HTTP recording generates a dynamic server certificate signed by its own certificate authority. In order to
accept this dynamic server certificate, the client generating the requests over HTTPS will need to be set up to trust all certificates. To do this:

1. Ensure that the Server Certificate setting for Virtualize is set with Trust all certificates enabled (in Parasoft> Preferences> Security) or that the
service's Server Certificate is properly added to the Virtualize cacerts file (see Configuring for Services Deployed Over HTTPS for more details).
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Two-Way SSL Setup

Due to the nature of SSL, Virtualize's proxy for HTTP recording generates a dynamic server certificate signed by its own certificate authority. In order to
accept this dynamic server certificate, the client generating the requests over HTTPS will need to be set up to trust all certificates. To do this:

1. Ensure that the Server Certificate setting for Virtualize is set with Trust all certificates enabled (in Parasoft> Preferences> Security) or that the
service's Server Certificate is properly added to the Virtualize cacerts file (see Configuring for Services Deployed Over HTTPS for more details).

2. Make sure you have the client certificate keystore file (and— if the client certificate and private key are stored in different keystores—the private
key keystore file) as well as relevant keystore passwords, keystore type information, private key password, and the name of the alias being used
for the certificate/private key.

Capturing the Traffic

To generate a traffic file that captures HTTPS traffic from a service that uses server-side or two-way SSL, complete the wizard as described in Capturing
the Traffic (above).

In the HTTP wizard page, be sure to enable the appropriate SSL option:

® For server-side SSL, be sure to check Enable server-side SSL.
® For two-way SSL, be sure to check Enable client-side SSL and complete the Certificate and Private Key settings. Enabling client-side SSL will

enable server-side SSL by default.

Service host:
Service port: 80
Proxy host:  shuttle201

Prowy port: EIEIEIEI|
[] Enable server-side 551
[] Enable client-side SSL [

Configuring the AUT

To configure your application under test to access the virtual asset that will represent this recorded traffic:

* If the Client App is NOT a Browser: Modify your client application to point to the host and port where the Virtualize recording proxy is
running. For example, assume your app runs at realapp.parasoft.com:80 and your proxy is running on mymachine.parasoft.com:44 (as specified
in the wizard). You would point your client app at mymachine.parasoft.com:44 instead of realapp.parasoft.com:80, thus forcing the traffic to go
through the proxy.
® |If you are using a browser to generate traffic against the web application:
© If the app does not require authentication—or uses basic or Kerberos authentication, set mymachine.parasoft.com:44 as the
proxy in the browser. This will redirect the traffic to the recording wizard proxy, and the traffic will get recorded.
o If the app requires digest authentication, do not set the proxy in the browser; instead, modify the URL that the browser is pointing to.
In other words, instead of using http://realapp.parasoft.com/mypage.html, use http://mymachine.parasoft.com:44/mypage.html. This will
cause the traffic to get routed through the recording proxy.
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